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Under federal privacy law, the Health 
Insurance Portability and Accountability 
Act (HIPAA), as well as under Illinois law, 
you have certain rights regarding the pri-
vacy of your confidential health informa-
tion. Every time you are admitted to a hos-
pital, visit a doctor’s office, fill a prescrip-
tion at the pharmacy, or send a health care 
claim to your insurance company, a re-
cord is made. Providers of health care ser-
vices, including hospitals, physicians and 
dentists, as well as insurance plans that 
pay for services on your behalf, including 
Medicare and Medicaid, have a strict legal 
obligation to maintain the confidentiality 
of your health information.

YOUR RIGHTS UNDER
FEDERAL AND  
ILLINOIS LAW

There are certain standards that all 
health care providers and plans must fol-
low. In general, the law gives you the fol-
lowing rights:

•    To receive adequate notice of the 
health care provider’s or plan’s 
privacy practices and to be in-
formed about how your confi-
dential health information will be 
used or disclosed.

•    To know to whom your confi-
dential health information is dis-
closed, and for what purposes it is 
used.

PROTECTING  
THE PRIVACY OF YOUR 
HEALTH INFORMATION



•    To request reasonable restrictions 
on how your confidential health 
information is used or disclosed; 
however, your health care provid-
er or plan is not required to agree 
to those restrictions or to continue 
treating you if you disagree with 
its privacy practices. You may also 
request that your health care pro-
vider not notify your health insur-
er of care you receive that does 
not require payment through your 
health insurance.

•     To have access to, inspect, and 
obtain a copy of any of your con-
fidential health information that 
is maintained by your health care 
provider or plan. A written re-
quest to obtain a copy of your con-
fidential health information must 
generally be granted within thirty 
days. 

•   To request that your health care 
provider or plan correct any confi-
dential health information which 
you believe is incorrect, and to 
place an objection in the record if 
your request to correct is not hon-
ored.

•    To reasonably request that your 
health care provider or insurer 
contact you about medical mat-
ters in a certain way (such as by 
phone or mail) or at a certain lo-
cation.

•    To file a formal complaint with 
your health care provider, your 
health insurer, the state of Illi-
nois, and the federal government 
for any violations of the law.



Health care providers and plans may 
use or disclose your confidential health 
information under limited circumstanc-
es:

•      Your health care providers or 
plans have the right to use and 
disclose your confidential medical 
information for treatment, pay-
ment, and health care operations, 
such as assessing and improving 
the quality of medical care.

•      Your health care providers and 
plans must not use or disclose 
your confidential health informa-
tion for purposes other than treat-
ment, payment, or health care op-
erations without your specific 
written authorization.

•     Your health care providers may be 
required by law to disclose certain 
information to public health au-
thorities that you might consider 
to be confidential when you have 
a communicable disease, such as 
AIDS or tuberculosis.

•   Your health care provider or plan 
must make a reasonable effort 
to limit the use and disclosure of 
your confidential health informa-
tion to the minimum amount nec-
essary; for example, it may not be 
appropriate for the receptionist at 
your doctor’s office to have unlim-
ited access to your entire medical 
record.

PERMITTED USES  
AND DISCLOSURES



Your privacy rights are very impor-
tant. Federal and state laws try to bal-
ance your right to privacy with the need 
for ready access to the health informa-
tion necessary for you to receive quality 
health care. Your health care providers or 
plans must give you a copy of their notice 
of privacy practices in advance and make 
a good faith effort to obtain a written ac-
knowledgement of your receipt.

You should ask to speak with your doc-
tor, hospital, or health care plan or insur-
er if you have any questions relating to 
the privacy of your medical information.

Your privacy rights are very impor-
tant. Federal and state laws try to bal-
ance your right to privacy with the need 
for ready access to the health informa-
tion necessary for you to receive quality 
health care. Your health care providers or 
plans must give you a copy of their notice 
of privacy practices in advance and make 
a good faith effort to obtain a written ac-
knowledgement of your receipt.

You should ask to speak with your doc-
tor, hospital, or health care plan if you 
have any questions relating to the priva-
cy of your medical information.



If you’re looking for an  
Illinois lawyer, look to  
IllinoisLawyerFinder.com

IllinoisLawyerFinder.com is the Illinois State 
Bar Association’s statewide lawyer directory 
on the Web. Search for lawyers by practice 
area, name, county or town. 

Find a lawyer near you 24/7 on the Web at
IllinoisLawyerFinder.com or call us from 
around the state at 217-525-5297 or 
800-922-8757 Monday through Friday 
from 9:00 a.m. to 4:00 p.m.
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For the most current information, please consult 
your lawyer. If you need a lawyer and do not have 
one, call Illinois Lawyer Finder at (800) 922-8757 or 
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